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Blockchain, smart contracts

. Introduction

. What are ‘smart contracts’?

. What is ‘distributed ledger technology’(‘DLT’, or ‘blockchain’)?
. What/who are ‘oracles’?

Who are ‘trusted third parties’ (‘TTP’)?

. Does Artificial Intelligence (‘Al’) play a role?
. What is the ‘Internet of Things’ (‘loT’)?

. Legal framework

. Do we still need ‘trusted third parties’?

* 10. Object/subject: a diffuse world

e 11. Summary and conclusions
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Blockchain, smart contracts

* Digitalisation of information

* |Interconnectivity (Internet)

* Collecting data: big data and databases
* Connecting databases

* Connecting “nodes”

e Self-executing software

 Artificial intelligence
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Blockchain, smart contracts
 What do you think of these statements?

- You are no longer a person, you are your data

- You no longer exist when you stop adding data to
Google’s servers

- Objects and subjects can no longer be clearly
separated
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Blockchain, smart contracts

“The data they collect includes tracking where you are, what applications you
have installed, when you use them, what you use them for, access to your
webcam and microphone at any time, your contacts, your emails, your
calendar, your call history, the messages you send and receive, the files you
download, the games you play, your photos and videos, your music, your
search history, your browsing history, even what radio stations you listen to.”

Dylan Curran: Are you ready? Here is all the data Facebook and Google have on you (The
Guardian)
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https://www.theguardian.com/commentisfree/2018/mar/28/all-the-data-facebook-google-has-on-you-privacy

Blockchain, smart contracts

CODE

and other laws of cyberspace

Lawrence Lessig
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Blockchain, smart contracts

 Two (or more?) worlds:
- IT and law (Lawrence Lessig ‘code is law’)
- Standardised (form based, and yes/no)
thinking v. reflexive thinking
- Younger v. older generation
- Yes or no access to the Internet
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Blockchain, smart contracts

* New developments build upon existing

architecture:

Internet protocols: TCP/IP

Blockchain: Examples are Bitcoin, Ethereum

‘Decentralised app’ (‘Dapp’) framework (cf. more traditional apps, such as
Gmail or Uber)

‘Dapp’ applications by using these apps
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1 contract Puzzled{

2 address public owner;

3 bool public locked;

4 uint public reward;

5 bytes32 public diff;

6 bytes public solution;

7

8 function Puzzle() //constructor{

9 owner = msg.sender;

10 reward = msg.value;

11 locked = false;

12 diff = bytes32(11111); //pre-defined difficulty
13 ¥

14

15 function(){ //main code, runs at every invocation
16 if (msg.sender == owner){ //update reward

17 if (locked)

18 throw;

19 owner . send (reward) ;

20 reward = msg.value;

21

22 else

23 if (msg.data.length > 0){ //submit a solution
24 if (locked) throw;

25 if (sha256(msg.data) < diff){

26 msg . sender .send (reward); //send reward

27 solution = msg.data;

28 locked = true;

29 B

Figure 3: A contract that rewards users who solve a computa-
tional puzzle.
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Blockchain, smart contracts
e 2. Smart contracts: Nick Szabo

- Self-executing programmes
- Example: insurance against flight delays
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto

wew bitcoin.org

Abstract. A purely peer-to-peer version of elecironic cash would allow online
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1. Introduction
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Blockchain, smart contracts
e 3. DLT: Satoshi Nakamoto (?)

- The name is meant to hide the real person(s)
- Block chain technology is far more than “just”
‘bitcoins’ = cryptocurrency
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Blockchain, smart contracts
e 3. DLT (continued)

- Several technologies (example: Ethereum)
- Public and private block chains
- ‘On chain’ and ‘Off chain’
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A ‘smart contract’ adds information to a
block and by doing so creates a new block
and thus a ‘block chain’.
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Blockchain, smart contracts

* Information in the block cannot be

changed and — for the time being? — not
be hacked.

- Question: What does this mean for the ‘right
to be forgotten’ under the new GDPR?
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 ‘Blockchain and Property in 2018: At the
End of the Beginning’: Is this exaggerated?

Now this is not the end. It
is not even the beginning
of the end. But it is,
perhaps, the end of the

beginning.

Winston Churchill
Former Prime Minister of the UK
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https://www.newamerica.org/international-security/future-property-rights/blog/blockchain-and-property-2018-end-beginning/

Blockchain, smart contracts

* Public blockchains are not supervised by a

central authority, such as governments
- ‘Initial coin offerings’ (‘ICO’s’)

* At the same time: A government can use
blockchain technology to control its

citizens
- Privacy!
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Blockchain, smart contracts
e 4. ‘Oracles’

- Third parties (human persons, but especially
also computer systems: ‘agencies’)
- Judges, mediators, notaries, land registrars
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MIRACLE
OCCURS .-

\«

“I think you should be more explicit here in step two.”

from What's so Funny about Science? by Sidney Harnis (1977)
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e 5. Trusted third parties

- A third person, necessary to verify that a

particular transaction is correctly performed
- Is there a role left for land registrars?
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* 6. Does Artificial Intelligence (‘Al’) play a
role?

- Developments go further and faster than we
perceive

- Google’s ‘Deepmind’: www.deepmind.com
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http://www.deepmind.com/
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Role of Sensors in the Internet of Things

Metro Cells
Small Celis
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e 7. 10T

- Collecting data: ‘big data’

- Sensors collect data, but for which purpose?
- To better describe an object?
- Data analysis (targeting, customer specific)?
- To check whether a person is acting within the limits of
the law?
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Blockchain, smart contracts
e 8. Legal framework

- Why is a ‘smart contract’ binding?

- Who is liable for mistakes in a ‘block’?

- Who is liable in a diffuse real/virtual world (e.g.
for measuring mistakes made by sensors)?
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* 9. Do we still need ‘trusted third parties’?

- Yes, in any case for complicated transactions
and as ‘gate keeper’ for what is happening
‘off chain’
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Blockchain, smart contracts
* 10. Object/subject: a diffuse world

- Are data part of a parcel or do they belong to the
parcel’s “owner”?

- What is the “object”, who is the “subject”?

- Can we separate the real object from the digital data?

- Which loT data should be registered in a land registry?

- Should we accept different types and degrees of

ownership?
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* 11. Summary and concusions:

- Block chain, smart contracts, loT
- Which data “belong” to a parcel (object) or to
the owner (subject)?
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